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Abstract 
The case of asset misappropriation (AM) in the Iranian Banking Industry has been at alarming rate since the last decade. It has 
caused many banks to collapse, and many investors and depositors funds were trapped. In fact, it has prevented many banks from 
achieving their goals and many businesses went into liquidation. Since the last few decades, asset misappropriation is prevalent 
especially in financial service industry. In addition, employee fraud is the most prevalent type of fraud experienced by 
organizations. Therefore, the main purpose of this study is to provide a more in depth view on the reasons of assets perpetrations 
conducted by bank employees in Iran. The exploratory study adopts quantitative methods to reach a better grasp of the reasons of 
why bank staffs commit fraud at work. The sample size of the current research is comprised of 200 bank managers and 
employees from top three banks in the banking industry of Iran, namely Bank Melli Iran, Bank Saderat Iran and Bank Tejarat 
Iran. All the respondents were chosen based on the stratified selection method among those who have two in common 
characteristics, firstly, being informed about details of fraud in the banking industry of Iran, and secondly being decision maker. 
The result of the paper enhanced the existing literature further in understanding the concept of fraud and assets misappropriation 
in Iran. Findings are useful for policy makers, managers at banking system and practitioners to improve safety of banking 
mechanisms in Iran. Managerial implication and suggestions for future research are also included. 
 
© 2015 The Authors.Published by Elsevier B.V. 
Peer-review under responsibility of UniversitiTeknologi MARA Johor. 
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1. Introduction 
 
Asset misappropriation has recently received significant attention from the regulators, investors, public, press and 
the financial community (Sameer, 2003). It may be because of the widespread reported fraud in large corporations in   
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large corporations in both developed countries and developing countries such as Koch Industries, Tenens Crop, 
Ayer estate, Koss Crop, Minesote  Vikings and Lioyds Bank in Europe (Christopher & Marquet., 2011). 
According to Warfield (2012), 75% of the global staff will perpetrate workplace fraud at least once, and half of 
those who steal from employers will embezzle constantly. Recent fraud cases, in most parts of the world (e.g. 
Societe Generale, Enron, WorldCom, Adlephia etc.) have exposed the growing greed of human being and the art of 
camouflaging accounting facts through deception by indulging in fraud and manipulation, depending upon the 
position that one holds (Wells, 2001). 
Iran is faced with a number of corporate scandals that have been highlighted by the media (Rezaee & Davani, 
2013). In 2011, the New York Times* reported that 3000 billion Toman (roughly USD 2.6 billion) was lost due to 
fraud involving the biggest fraud loss in the last three decades in Iran. This case involves forged documents to obtain 
credit from at least seven different banks  (RICK, 2011).  
 Beasley, Carcello, Hermanson, and Lapides (2000) as cited by Holton (2009), exposed the most common tactic 
that has been used to protect against the threat of employee fraud in the financial sector is turning on internal 
controls and checks to reduce the opportunities for fraudulent behavior at work. Typical measures in this respect 
have included: task rotation, improved internal communication, independent checks, segregation of duties and 
enhanced system of authorizations. 
 
2. Literature Review 
 
Among the many types of fraud, asset misappropriation is the most common fraud, since it contributes 85% 
among all fraud cases in 2014, compared to the remaining two fraud types (ACFE, 2014). Similarly, based on the 
survey done by PWC in 2011 among public sector, it is noted that 69% of the reporting economic crime is asset 
misappropriation. Thus, this shows that asset misappropriation is the most severe problem that will result in the 
organization suffering from losses. 
According to ACFE (2008) nearly 90% of all employee fraud involved asset misappropriations, it is the most 
common typed of fraud by median loss of $120,000. Similarly, based on the survey done by ACFE (2014) among 
different industries , it noted that “similar to the findings in the previous reports, banking and financial services 
were the most represented sectors among fraud cases analysed.” Thus, it shows that most fraud cases happened 
which are related to misappropriation assets and banking sectors (Owolabi, 2010). Hence, the focus of the study will 
be on the asset misappropriation done by bank employees.    
According to ISA 240, misappropriation of assets involves the theft of an entity’s assets and often perpetrated 
by employees in relatively small and immaterial amount. In addition, it also involved the management who are 
usually more able to disguise or conceal misappropriations in a manner that is difficult to detect. It also revealed that 
the misappropriation of assets often affects the books of account in order to hide the discrepancies or shortages.  
By referring to the ACFE Fraud Tree, it can be noted that there are generally seven (7) types of 
misappropriation of asset schemes that are normally used by fraudsters in order to commit fraud. The seven schemes 
are skimming, cash larceny, check tampering, register reimbursement, billing, payroll and expenses reimbursement 
and inventory and other asset schemes.  
KPMG 2013 has defined asset misappropriation as theft or undue use of the company’s resources to get 
irregular benefit. The analysis of Colombia KPMG in 2013 has shown that 46% of economic crime is under asset 
misappropriation schemes whereby corruption cases is reported at 31% and financial statement crimes at 13%. 
 Wells (2001), has proposed that nearly 33% of American employees have stolen from their employees. Some of 
these cases are immaterial. CPAs suggested the need for a periodic examination of the cash account as an additional 
service to prevent employee fraud. CPAs have analyzed 2608 cases of employee fraud and came up with the result 
of assets misappropriation which can be subdivided into specific types and the most prevalent are skimming and 




* The New York Times News is an American daily newspaper, founded and continuously published in New York 
City since September 18, 1851, by The New York Times Company. 
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Although there are many studies on fraud but most of them are related to developed countries and not in 
banking industry so this study tries to fill the gap between the researches. Since the last decade, Iran, which is a 
developing country in Asia is faced with a number of employee fraud among bank industry that have been 
highlighted by news and media (Samadian & Sima, 2013). Iranian Student News Agency (ISNA, 2012)†, reported 
that an employee of a state-owned bank in TorbatHeydarieh has abused his position with over three billion Toman 
(3 million USD). The fraudulent person confessed that the main motive of misappropriation was to gain property in 
favor of himself. Moreover, the Iran Press (2013) announced a case of embezzlement by five bank employees in Iran 
by forging signatures of bank customers and creating false bank account in their name and receiving seven to ten 
billion US dollars.  The perpetrators also opened a false account under the name of a six-year-old boy who had the 
same bank account, and then tricked them out of 900 million USD in the name of the child.  
In a more recent case, the Organization of Asia-Pacific News Agencies (2012) reported that twelve local bank 
employees had been arrested in Iran's Kohgiluyeh Boyer-Ahmad due to fraud and forgery. Isayev and Jafarov 
(2012) has cited from Iranian Students News Agency  (ISNA) stated that due to inappropriate supervision, the 
fraudulent employees had been distributing 3000 golden coins and trading currency outside of the banking network. 
 Beasley et al. (2000) as cited by Holton (2009), exposed the most common tactic that has been used to protect 
against the threat of employee fraud in the financial sector is turning on internal controls and checks to reduce the 
opportunities for fraudulent behavior at work. Typical measures in this respect have included: task rotation, 
improved internal communication, independent checks, segregation of duties and enhanced system of 
authorizations. 
In addition, Albrecht, Albrecht, Albrecht, and Zimbelman (2008) believe pressure can be  specified as finance 
pressure; such as personal financial loss or greed, as well as non-finance pressure such as the need to report the 
result better than actual performance or even a challenge to beat a system. Moreover, Wolf and Hermanson believed 
capability is a personal trait which has the main role in whether fraud may actually occur even with the presence of 
the other factors. 
 
 
3.  SAMPLING AND DATA COLLECTION  
 
This study was conducted among three top banks employees in Iran, namely Bank Melli Iran, Bank Saderat 
Iran, Bank Tejarat Iran. These three banks are selected since they have faced a large number of asset 
misappropriation cases in the past 10 years, which is reported by Central Bank Iran (CBI) as well as received little 
attention from previous research. 
In sum, 440 questionnaires were distributed among different level of bank employees in Iranian banks and a 
total of 200 questionnaires were collected. Of these 200 responses, 191 were usable, yielding a usable responded 
rate of 43.4%. The questionnaires were distributed based on simple random selected sample, which was adapted 
from the study carried out by Green in 1991 (Vanvoorhis, 2007).  
 
4.  FINDINGS 
 
191 respondents had completed the questionnaires. The statistics give insight into the demographic profiles of 
different level of bank employees, who responded to the questionnaires. Based on the analysis, the response rate was 
43.4% (191 out of 440). Among these respondents, 63% were male and 37% were female. The analysis also shows 
that only 1% respondents were less than 25 years old, 7% were between 25-30 years old, the biggest group was the 
respondents between 30-40 years old by 58%, 28% of respondents were between 41 to 50 years old, 4% were more 
than 51 years old and 2% of respondents did not answer the item.  
The majority of the respondents (59%) have a Bachelor’s degree, 12% have a master or PhD degree and 26% 
have a Diploma. Further, 59% of the respondents were from the support staff level, while 17% and 13% were 
supervisors and management staff respectively, and only 4% were in top management level. Finally, the majority of 
respondents have more than five years’ experience of working in bank while 38% of them are working in the current 
 
 
† The Iranian Students News Agency (ISNA) is a news organization run by Iranian university students. 
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branch more than 3 years as well as 37% of respondents who are working in current branch more than 5 years. Table 
4.1 below summarizes the sampling characteristics and the demographic information of the respondents. 
Measurement of asset misappropriation was adopted with some modifications from Gates and Sullivan (2013), 
Walston (1994) and Sameer (2003). The survey questionnaires were distributed to Iranian bank employees with nine 
hypothetical case scenarios. The scenario cover a range of situations, from those who may use valuable bank asset 
for personal use (case 1), use bank facilities for personal purpose (case 2 to case 5), borrow the valuable assets for 
their temporary problems (case 6) and abuse their positions and authorities (case 7 to case 9). Respondents were 
requested to rate how seriously they consider this behaviour of a bank employee based on the following scenario. 
Table 1 exhibited the 9 scenarios. The five point Likert-type scales range 5= strongly disagree; 4 = disagree; 3 = 
Neutral; 2 = agree and 1= strongly agree.  The questionnaire was adopted with modification from Bryman and Bell 
(2011) and Haugen and Selin (1999). The mean scores were obtained by averaging each score of the situations. 
In order to measure this feature nine (9) questions were provided and should be scored from one (1), strongly 
disagree to five (5), strongly agree. Among the items, AM 5 was rated the highest with 3.15 which means 
respondents agreed more with misappropriate asset when there is no outside help. On the other hand, there are three 
questions scored by 3.07, which is the minimum rank. Overall, it is averagely shown that more respondents agreed 
by the measurements and are involved in asset misappropriation but as the rank is not high enough, it can be 
estimated that the occurrence of asset misappropriation is not highly frequent. 
 





















Overall mean score for all 9 scenarios is above score indicates that all of the respondents perceived that all of 
the situations given are serious problems, thus showing that bank employees involve in misappropriation of assets. 
The finding implies the extent of their disagreement for some actions such as to apply securities for their own or 
their close relatives without authority or to apply low interest loan for themselves or their close relatives. As such, 
fraud banking among bank employees has been subject to severe criticism in recent years, and it is an evident of 
negative perception towards minor group of bank workers. 
A significant contribution links different types of fraud indicators, which will help policymakers in gaining 
meaningful insights into how and why bank fraud activities may occur in particular contexts. Hence, by 
understanding motives to commit fraud policymakers can better profile and segment fraud perpetrators and 
proactively manage controllable variables to inhibit fraudulent behaviours. This will also help governments to 
establish proactive contingency plans to prevent and handle fraudulent behaviours.  
 
Likewise, the current study will potentially help to design learning and education programs for the public to be 







AM1 Bring home valuable assets for personal use. 3.07 1.225 
AM2 File fictitious medical expenses. 3.07 1.225 
AM3 Use bank computer and printer for personal purpose. 3.12 1.148 
AM4 Borrow bank petty cash money for personal use.  3.11 1.261 
AM5 Use office internet services for personal purposes. 3.15 1.222 
AM6 




Apply for new checkbooks for myself or my close relatives 
without authority.  
3.14 1.202 
AM8 




Apply low interest loans for myself or my close relatives 
without enough guarantees. 3.07 1.116 
Overall  3.09  
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to break their silence and indifference toward fraudulent behaviours committed by the colleagues through more 




The motivation of this study was the lack of research on asset misappropriation as well as the insufficient study 
on fraud among bank industries in Iran. Although there were a few similar studies in the past, those studies were 
carried out to examine some other combinations of various organizations. Further, because of cultural, religion and 
region differences, the findings from previous studies may not be applicable to Iranian environment. In addition, the 
issue of assessing and evaluation the fraud indicators involve the benefit of a country’s economy directly. Moreover, 
according to previous researches and statistics, most of the countries including Iran are faced with a sharp increase 
in the number of fraud cases. The current research highlights the fraud exposures which occurred in the banking 
industry. Meanwhile, among the numbers of types of fraud, this study is focused on assets misappropriation which is 
at the top in the list of the most common types of fraud. The findings of this study is consistent with the study 
carried out by Idolor (2010) and the reports of the ACFE (2012). 
Asset misappropriation is an important issue commendable of discussion particularly in current economy. 
Misappropriation of asset involves the use of deception to obtain an unjust or illegal advantage. It is an intentional 
act by one or more individual among management, employees or their parties (SASNO.99, 2002). Much prior 
research pertaining to fraud detection and prevention has emphasized in addressing red flags. For example, Dinapoli 
(2008)  used the red flags approach to evaluate fraud probability. Many parties were affected badly and suffer huge 
losses due to fraud, and this scenario was even worst for the banking sector. 
As the fraud universe in banking institutions is very susceptible and expensive, the banking activities require 
full compliance of the standards and best practice in internal control. Central Bank Iran (CBI, 2011) sets out certain 
measures for banks to address specific risk associated with (i) the conduct of money services business activities 
which relates to money laundering, terrorist financing and other illegal purposes; and (ii) the failure of banks to 
comply with legal and regulatory requirement applicable to the licensee, (iii) mismanagement and fraud resulting in 
losses of monies held in trust for customers; and (iv) loss of key information of business records maintained being 
tempered due to unauthorised alteration and manipulation. According to CBI report in 2012, Iran’s government 
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